
 

 

 

Network Assessment 

BC Systems 

 

Prepared by: 

PerformanceIT Managed Services 

 

 

 
CONFIDENTIALITY NOTE: The information contained in this report document is for the exclusive use of the client specified above and may contain confidential, privileged 

and non-disclosable information.  If the recipient of this report is not the client or addressee, such recipient is strictly prohibited from reading, photocopying, distributing or 

otherwise using this report or its contents in any way. 



 

 

                                                                                                                                                                         NETWORK ASSESSMENT  

PROPRIETARY & CONFIDENTIAL                                                                                                                                                                                                  PAGE 2 of 50

 

Table of Contents 
 

1.   Assessment Summary 

2.    Domain : bcsystems.com 

2.1   Domain Controllers 

2.2   FSMO Roles 

2.3   Organizational Units 

2.4   Group Policy Objects 

2.5   Users 

2.6   Security Groups 

2.7   Computers in Domain 

2.8   Domain Service: DHCP 

2.9  MS SQL Servers 

2.10   Web Servers 

2.11  Time Servers 

2.12  Printers 

2.13   Exchange Servers 

2.14  Network Shares 

2.15  Major Applications 

2.16  Domain DNS 

3.   Internet Access 

4.   Non A/D Devices 

5.   Internet Domain 

6.   System Password Strength Assessment 

7.   Listening Ports 

Appendix I: Detailed Computer Analysis 



 

 

                                                                                                                                                                         NETWORK ASSESSMENT  

PROPRIETARY & CONFIDENTIAL                                                                                                                                                                                                  PAGE 3 of 50

 

Discovery Tasks 
 

� Detect Domain Controllers 
� FSMO Role Analysis 
� Enumerate Organization Units and Security Groups 
� User Analysis 
� Detect Local Mail Servers 
� Detect Time Servers 
� Discover Network Shares 
� Detect Major Applications 
� Web Server Discovery and Identification 
� System by System Event Log Analysis 
� Detailed Domain Controller Event Log Analysis 
� Network Discovery for Non-A/D Devices 
� SQL Server Analysis 
� Internet Domain Analysis 
� Password Strength Analysis 
� Internet Access and Speed Test 
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1. Assessment Summary 
 

Domain 

Domain Controllers 2 
Number of Organizational Units 32 

Users 

# Enabled 34 
Last Login within 30 days 9 

Last Login older than 30 days 25 
# Disabled 2 

Last Login within 30 days 0 
Last Login older than 30 days 2 

Security Group 

Groups with Users 73 
# Total Groups 149 

Computers in Domain 

Total Computers 24 
Last Login within 30 days 10 

Last Login older than 30 days 14 
Windows 7 Ultimate 2 
Windows Server 2003 19 
Windows XP Professional 3 

Miscellaneous 

Non-A/D Systems 7 
MX Records 0 
MS SQL Servers 10 
Web Servers 12 
Printers 0 
Exchange Servers 0 
Network Shares 68 
Installed Applications 29 
Potential or Severe Security Risks 2 
Potential Insecure Listening Ports 5 
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2.1 Domain Controllers 
 

There are 2 domain controllers: 

 

Domain Controller Status 

BCSDC01.bcsystems.com online 

BCSDC02.bcsystems.com offline 

 

2.2 FSMO Roles 
 

There are a set of roles needed to operate a Windows domain.  These roles are called Flexible Single Master Operation (FSMO, pronounced “Fiz-mo”) roles. 

 

Role Domain Controller Best Practice 

Schema Master BCSDC01.bcsystems.com ForestWide 

Domain Naming Master BCSDC01.bcsystems.com ForestWide 

PDC Emulator BCSDC01.bcsystems.com DomainSpecific 

Relative ID (RID) Master BCSDC01.bcsystems.com DomainSpecific 

Infrastructure Master BCSDC01.bcsystems.com DomainSpecific 
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2.3 Organizational Units 
 

Active Directory is organized into basic organizational units. 

 

● bcsystems.com 

o Administrators 

o BC (3 Security Groups, 33 Users) 

o BCSASPB 

o BCSDB02 

o BCSDBA 

o BCSDC 

o BCSDEV01 

o BCSDEV02 

o BCSGW01 

o BCSHTPC 

o BCSMAIL 

o BCSMPC01 

o BCSPBX 

o BCSRPT01 

o BCSSRV01 

o BCSSRV02 

o BCSSRV03 

o BCSWEB 

o Builtin (17 Security Groups) 

o Computers (22 Computers) 

o Corporate 

o Customers 

o DESKTOP01 

o Domain Controllers (2 Computers) 

o DSL-Watcher 

o Employees 

o ForeignSecurityPrincipals 
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o Groups (112 Security Groups) 

o Operations 

o Service Accounts 

o Users (17 Security Groups, 3 Users) 

o Vendors 
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2.4 Group Policy Objects 
 

Lists Organization Units (OU) and applied group policies. 

 

● bcsystems.com 

o Administrators 

o BC 

o BCSASPB 

o BCSDB02 

o BCSDBA 

o BCSDC 

o BCSDEV01 

o BCSDEV02 

o BCSGW01 

o BCSHTPC 

o BCSMAIL 

o BCSMPC01 

o BCSPBX 

o BCSRPT01 

o BCSSRV01 

o BCSSRV02 

o BCSSRV03 

o BCSWEB 

o Builtin 

o Computers 

o Corporate 

o Customers 

o DESKTOP01 

o Domain Controllers 

o DSL-Watcher 

o Employees 

o ForeignSecurityPrincipals 
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o Groups 

o Operations 

o Service Accounts 

o Users 

o Vendors 
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2.5 Users 
 

36 total users 

 

User Display Name Enabled Last Login 

BCSAdmin Administrator enabled 4/29/2011 8:22:31 AM 

Brent.Nichols Brent Nichols enabled 12/31/1600 7:00:00 PM 

Bill.Drake Bill Drake enabled 5/5/2011 10:37:39 AM 

brandy.thomas Brandy Thomas enabled 12/31/1600 7:00:00 PM 

brian.palin Brian Palin enabled 4/8/2009 11:20:18 AM 

brian.thomas Brian Thomas enabled 5/10/2011 11:02:15 AM 

Carla.Freeman Carla Freeman enabled 12/31/1600 7:00:00 PM 

Chad.Graham Chad Graham enabled 4/29/2011 3:26:57 PM 

cluster Cluster Service enabled 10/25/2008 11:17:26 PM 

Darren. Shanks Darren  Shanks enabled 12/31/1600 7:00:00 PM 

Donna.Davidson Donna Davidson enabled 12/31/1600 7:00:00 PM 

Eric.Hamlin Eric Hamlin enabled 11/26/2007 6:30:51 PM 

App1 App1 enabled 2/5/2008 11:00:04 AM 

Fred.Gregory Fred Gregory enabled 12/10/2008 4:17:14 PM 

WEBAPPUSER WEBAPPUSER enabled 4/29/2011 7:09:10 AM 

Guest Guest disabled 12/31/1600 7:00:00 PM 

Hank Tut Hank Tut enabled 12/31/1600 7:00:00 PM 

Jacob.Bryant Jacob Bryant enabled 12/31/1600 7:00:00 PM 

jason.Mars Jason Mars enabled 1/2/2007 2:08:40 PM 

john.hammond John Hammond enabled 5/7/2011 2:07:58 PM 

Kevin.Stevens Kevin Stevens enabled 7/2/2009 8:00:11 PM 

Kris.Franks Kris Franks enabled 4/29/2011 9:41:10 AM 

leon.gregory Leon Gregory enabled 12/31/1600 7:00:00 PM 

nancy.Martinez Nancy Martinez enabled 12/31/1600 7:00:00 PM 

Olga.Oliver Olga Oliver enabled 7/26/2009 10:59:04 AM 

Richard.Steers Richard Steers enabled 4/26/2011 9:44:00 PM 
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Robin.Martinez Robin Martinez enabled 5/6/2011 1:00:22 AM 

Randall.Lewis Randall Lewis enabled 12/5/2007 5:41:07 PM 

Scheduler Scheduler Account enabled 2/10/2008 7:28:14 PM 

sqlrepository SQL Repository enabled 6/12/2007 10:27:58 PM 

sql SQL Service enabled 10/25/2008 11:16:32 PM 

SSLExplorer DSL-Watcher Service enabled 11/19/2008 10:44:01 AM 

SUPPORT_AGENT SUPPORT_AGENT disabled 12/31/1600 7:00:00 PM 

Uploader Uploader Account enabled 12/31/1600 7:00:00 PM 

ftpuser1 ftpuser1 enabled 1/15/2011 10:14:52 AM 

webpub1 webpub1 enabled 12/31/1600 7:00:00 PM 
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2.6 Security Groups 
 

Group Members 

Account Operators 
(bcsystems.com/Builtin/Account Operators) 

 

Administrators 
(bcsystems.com/Builtin/Administrators) 

Domain Admins, Enterprise Admins, Administrator 

Backup Operators 
(bcsystems.com/Builtin/Backup Operators) 

 

Cert Publishers 
(bcsystems.com/Users/Cert Publishers) 

 

BCSDBA Administrators 
(bcsystems.com/BCSDBA/BCSDBA Administrators) 

Brian Thomas, Jason Mars, Administrator 

BCSDBA Local Access 
(bcsystems.com/BCSDBA/BCSDBA Local Access) 

Brian Thomas, Jason Mars, Administrator 

BCSDBA Network Access 
(bcsystems.com/BCSDBA/BCSDBA Network Access) 

Brian Thomas, Jason Mars, Administrator 

BCSDBA Operators 
(bcsystems.com/BCSDBA/BCSDBA Operators) 

 

BCSDBA Power Users 
(bcsystems.com/BCSDBA/BCSDBA Power Users) 

 

BCSDBA Users 
(bcsystems.com/BCSDBA/BCSDBA Users) 

 

BCSDB02 Administrators 
(bcsystems.com/BCSDB02/BCSDB02 Administrators) 

 

BCSDB02 Local Access 
(bcsystems.com/BCSDB02/BCSDB02 Local Access) 

 

BCSDB02 Network Access 
(bcsystems.com/BCSDB02/BCSDB02 Network Access) 

 

BCSDB02 Operators 
(bcsystems.com/BCSDB02/BCSDB02 Operators) 

 

BCSDB02 Power Users 
(bcsystems.com/BCSDB02/BCSDB02 Power Users) 
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BCSDB02 Users 
(bcsystems.com/BCSDB02/BCSDB02 Users) 

 

BCSDC Administrators 
(bcsystems.com/BCSDC/BCSDC Administrators) 

Brian Thomas, Jason Mars, Administrator 

BCSDC Local Access 
(bcsystems.com/BCSDC/BCSDC Local Access) 

Brian Thomas, Jason Mars, Administrator 

BCSDC Network Access 
(bcsystems.com/BCSDC/BCSDC Network Access) 

Brian Thomas, Jason Mars, Administrator 

BCSDC Operators 
(bcsystems.com/BCSDC/BCSDC Operators) 

 

BCSDC Power Users 
(bcsystems.com/BCSDC/BCSDC Power Users) 

 

BCSDC Users 
(bcsystems.com/BCSDC/BCSDC Users) 

 

BCSDEV01 Administrators 
(bcsystems.com/BCSDEV01/BCSDEV01 Administrators) 

Olga Oliver, Leon Gregory, Brent Nichols, Brian Palin, Kevin Stevens, Scheduler Account, Randall Lewis, Eric 

Hamlin, Richard Steers, Bill Drake, Robin Martinez, Kris Franks, Brian Thomas, Jason Mars, Administrator 

BCSDEV01 Local Access 
(bcsystems.com/BCSDEV01/BCSDEV01 Local Access) 

Olga Oliver, Leon Gregory, Brent Nichols, Brian Palin, Eric Hamlin, Bill Drake, Robin Martinez, Brian Thomas, 

Jason Mars, Administrator 

BCSDEV01 Network Access 
(bcsystems.com/BCSDEV01/BCSDEV01 Network Access) 

Olga Oliver, Leon Gregory, Brent Nichols, Brian Palin, Eric Hamlin, Bill Drake, Robin Martinez, Brian Thomas, 

Jason Mars, Administrator 

BCSDEV01 Operators 
(bcsystems.com/BCSDEV01/BCSDEV01 Operators) 

 

BCSDEV01 Power Users 
(bcsystems.com/BCSDEV01/BCSDEV01 Power Users) 

 

BCSDEV01 Users 
(bcsystems.com/BCSDEV01/BCSDEV01 Users) 

 

BCSDEV02 Administrators 
(bcsystems.com/BCSDEV02/BCSDEV02 Administrators) 

Olga Oliver, Leon Gregory, Brent Nichols, Kevin Stevens, Eric Hamlin, Richard Steers, Robin Martinez, Brian 

Thomas, Jason Mars, Administrator 

BCSDEV02 Local Access 
(bcsystems.com/BCSDEV02/BCSDEV02 Local Access) 

Olga Oliver, Leon Gregory, Brent Nichols, Eric Hamlin, Robin Martinez, Brian Thomas, Jason Mars, Administrator 

BCSDEV02 Network Access 
(bcsystems.com/BCSDEV02/BCSDEV02 Network Access) 

Olga Oliver, Leon Gregory, Brent Nichols, Eric Hamlin, Robin Martinez, Brian Thomas, Jason Mars, Administrator 

BCSDEV02 Operators 
(bcsystems.com/BCSDEV02/BCSDEV02 Operators) 
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BCSDEV02 Power Users 
(bcsystems.com/BCSDEV02/BCSDEV02 Power Users) 

 

BCSDEV02 Users 
(bcsystems.com/BCSDEV02/BCSDEV02 Users) 

Eric Hamlin, Administrator 

BCSGW01 Administrators 
(bcsystems.com/BCSGW01/BCSGW01 Administrators) 

Brian Thomas, Jason Mars, Administrator 

BCSGW01 Local Access 
(bcsystems.com/BCSGW01/BCSGW01 Local Access) 

Brian Thomas, Jason Mars, Administrator 

BCSGW01 Network Access 
(bcsystems.com/BCSGW01/BCSGW01 Network Access) 

Brian Thomas, Jason Mars, Administrator 

BCSGW01 Operators 
(bcsystems.com/BCSGW01/BCSGW01 Operators) 

 

BCSGW01 Power Users 
(bcsystems.com/BCSGW01/BCSGW01 Power Users) 

 

BCSGW01 Users 
(bcsystems.com/BCSGW01/BCSGW01 Users) 

 

BCSHTPC Administrators 
(bcsystems.com/BCSHTPC/BCSHTPC Administrators) 

Brian Thomas, Jason Mars, Administrator 

BCSHTPC Local Access 
(bcsystems.com/BCSHTPC/BCSHTPC Local Access) 

Brian Thomas, Jason Mars, Administrator 

BCSHTPC Network Access 
(bcsystems.com/BCSHTPC/BCSHTPC Network Access) 

Brian Thomas, Jason Mars, Administrator 

BCSHTPC Operators 
(bcsystems.com/BCSHTPC/BCSHTPC Operators) 

 

BCSHTPC Power Users 
(bcsystems.com/BCSHTPC/BCSHTPC Power Users) 

 

BCSHTPC Users 
(bcsystems.com/BCSHTPC/BCSHTPC Users) 

 

BCSMAIL Administrators 
(bcsystems.com/BCSMAIL/BCSMAIL Administrators) 

Brian Thomas, Jason Mars, Administrator 

BCSMAIL Local Access 
(bcsystems.com/BCSMAIL/BCSMAIL Local Access) 

Brian Thomas, Jason Mars, Administrator 

BCSMAIL Network Access 
(bcsystems.com/BCSMAIL/BCSMAIL Network Access) 

Brian Thomas, Jason Mars, Administrator 
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BCSMAIL Operators 
(bcsystems.com/BCSMAIL/BCSMAIL Operators) 

 

BCSMAIL Power Users 
(bcsystems.com/BCSMAIL/BCSMAIL Power Users) 

 

BCSMAIL Users 
(bcsystems.com/BCSMAIL/BCSMAIL Users) 

 

BCSMPC01 Administrators 
(bcsystems.com/BCSMPC01/BCSMPC01 Administrators) 

Brian Thomas, Jason Mars, Administrator 

BCSMPC01 Local Access 
(bcsystems.com/BCSMPC01/BCSMPC01 Local Access) 

Brian Thomas, Jason Mars, Administrator 

BCSMPC01 Network Access 
(bcsystems.com/BCSMPC01/BCSMPC01 Network Access) 

Brian Thomas, Jason Mars, Administrator 

BCSMPC01 Operators 
(bcsystems.com/BCSMPC01/BCSMPC01 Operators) 

 

BCSMPC01 Power Users 
(bcsystems.com/BCSMPC01/BCSMPC01 Power Users) 

 

BCSMPC01 Users 
(bcsystems.com/BCSMPC01/BCSMPC01 Users) 

 

BCSASPB Administrators 
(bcsystems.com/BCSASPB/BCSASPB Administrators) 

Olga Oliver, Leon Gregory, Brent Nichols, Robin Martinez, Brian Thomas, Jason Mars, Administrator 

BCSASPB Local Access 
(bcsystems.com/BCSASPB/BCSASPB Local Access) 

Olga Oliver, Leon Gregory, Brent Nichols, Robin Martinez, Brian Thomas, Jason Mars, Administrator 

BCSASPB Network Access 
(bcsystems.com/BCSASPB/BCSASPB Network Access) 

Olga Oliver, Leon Gregory, Brent Nichols, Robin Martinez, Brian Thomas, Jason Mars, Administrator 

BCSASPB Operators 
(bcsystems.com/BCSASPB/BCSASPB Operators) 

Olga Oliver, Leon Gregory, Brent Nichols, Robin Martinez 

BCSASPB Power Users 
(bcsystems.com/BCSASPB/BCSASPB Power Users) 

 

BCSASPB Users 
(bcsystems.com/BCSASPB/BCSASPB Users) 

 

BCSPBX Administrators 
(bcsystems.com/BCSPBX/BCSPBX Administrators) 

Brian Thomas, Jason Mars, Administrator 

BCSPBX Users 
(bcsystems.com/BCSPBX/BCSPBX Users) 
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BCSRPT01 Administrators 
(bcsystems.com/BCSRPT01/BCSRPT01 Administrators) 

Olga Oliver, Leon Gregory, Brent Nichols, Randall Lewis, Eric Hamlin, Robin Martinez, Brian Thomas, Jason 

Mars, Administrator 

BCSRPT01 Local Access 
(bcsystems.com/BCSRPT01/BCSRPT01 Local Access) 

Randall Lewis, Eric Hamlin, Brian Thomas, Jason Mars, Administrator 

BCSRPT01 Network Access 
(bcsystems.com/BCSRPT01/BCSRPT01 Network Access) 

Randall Lewis, Eric Hamlin, Brian Thomas, Jason Mars, Administrator 

BCSRPT01 Operators 
(bcsystems.com/BCSRPT01/BCSRPT01 Operators) 

 

BCSRPT01 Power Users 
(bcsystems.com/BCSRPT01/BCSRPT01 Power Users) 

 

BCSRPT01 Users 
(bcsystems.com/BCSRPT01/BCSRPT01 Users) 

 

BCSSRV01 Administrators 
(bcsystems.com/BCSSRV01/BCSSRV01 Administrators) 

Chad Graham, Olga Oliver, Leon Gregory, Brent Nichols, John Hammond, Robin Martinez, Brian Thomas, Jason 

Mars, Administrator 

BCSSRV01 Local Access 
(bcsystems.com/BCSSRV01/BCSSRV01 Local Access) 

Chad Graham, Brian Thomas, Jason Mars, Administrator 

BCSSRV01 Network Access 
(bcsystems.com/BCSSRV01/BCSSRV01 Network Access) 

Chad Graham, Brian Thomas, Jason Mars, Administrator 

BCSSRV01 Operators 
(bcsystems.com/BCSSRV01/BCSSRV01 Operators) 

 

BCSSRV01 Power Users 
(bcsystems.com/BCSSRV01/BCSSRV01 Power Users) 

 

BCSSRV01 Users 
(bcsystems.com/BCSSRV01/BCSSRV01 Users) 

 

BCSSRV02 Administrators 
(bcsystems.com/BCSSRV02/BCSSRV02 Administrators) 

John Hammond, Brian Thomas, Jason Mars, Administrator 

BCSSRV02 Local Access 
(bcsystems.com/BCSSRV02/BCSSRV02 Local Access) 

Brian Thomas, Jason Mars, Administrator 

BCSSRV02 Network Access 
(bcsystems.com/BCSSRV02/BCSSRV02 Network Access) 

Brian Thomas, Jason Mars, Administrator 

BCSSRV02 Operators 
(bcsystems.com/BCSSRV02/BCSSRV02 Operators) 

 

BCSSRV02 Power Users 
(bcsystems.com/BCSSRV02/BCSSRV02 Power Users) 
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BCSSRV02 Users 
(bcsystems.com/BCSSRV02/BCSSRV02 Users) 

 

BCSSRV03 Administrators 
(bcsystems.com/BCSSRV03/BCSSRV03 Administrators) 

John Hammond, Brian Thomas, Jason Mars, Administrator 

BCSSRV03 Local Access 
(bcsystems.com/BCSSRV03/BCSSRV03 Local Access) 

Brian Thomas, Jason Mars, Administrator 

BCSSRV03 Network Access 
(bcsystems.com/BCSSRV03/BCSSRV03 Network Access) 

Brian Thomas, Jason Mars, Administrator 

BCSSRV03 Operators 
(bcsystems.com/BCSSRV03/BCSSRV03 Operators) 

 

BCSSRV03 Power Users 
(bcsystems.com/BCSSRV03/BCSSRV03 Power Users) 

 

BCSSRV03 Users 
(bcsystems.com/BCSSRV03/BCSSRV03 Users) 

 

BCSWEB Administrators 
(bcsystems.com/BCSWEB/BCSWEB Administrators) 

Brian Thomas, Jason Mars, Administrator 

BCSWEB Local Access 
(bcsystems.com/BCSWEB/BCSWEB Local Access) 

webpub1, ftpuser1, Brian Thomas, Jason Mars, Administrator 

BCSWEB Network Access 
(bcsystems.com/BCSWEB/BCSWEB Network Access) 

Brian Thomas, Jason Mars, Administrator 

BCSWEB Operators 
(bcsystems.com/BCSWEB/BCSWEB Operators) 

 

BCSWEB Power Users 
(bcsystems.com/BCSWEB/BCSWEB Power Users) 

 

BCSWEB Users 
(bcsystems.com/BCSWEB/BCSWEB Users) 

webpub1, App1, ftpuser1 

DHCP Administrators 
(bcsystems.com/Users/DHCP Administrators) 

 

DHCP Users 
(bcsystems.com/Users/DHCP Users) 

 

Distributed COM Users 
(bcsystems.com/Builtin/Distributed COM Users) 

 

DnsAdmins 
(bcsystems.com/Users/DnsAdmins) 
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DnsUpdateProxy 
(bcsystems.com/Users/DnsUpdateProxy) 

 

Domain Admins 
(bcsystems.com/Users/Domain Admins) 

John Hammond, Scheduler Account, Bill Drake, Robin Martinez, Brian Thomas, Jason Mars, Administrator 

Domain Computers 
(bcsystems.com/Users/Domain Computers) 

 

Domain Controllers 
(bcsystems.com/Users/Domain Controllers) 

 

Domain Guests 
(bcsystems.com/Users/Domain Guests) 

 

Domain Users 
(bcsystems.com/Users/Domain Users) 

 

Enterprise Admins 
(bcsystems.com/Users/Enterprise Admins) 

Brian Thomas, Jason Mars, Administrator 

DESKTOP01 Administrators 
(bcsystems.com/DESKTOP01/DESKTOP01 Administrators) 

Kevin Stevens, Scheduler Account, Richard Steers, Bill Drake, Brian Thomas, Jason Mars 

DESKTOP01 Local Access 
(bcsystems.com/DESKTOP01/DESKTOP01 Local Access) 

Kevin Stevens, Richard Steers, Bill Drake, Brian Thomas, Jason Mars 

DESKTOP01 Network Access 
(bcsystems.com/DESKTOP01/DESKTOP01 Network Access) 

Kevin Stevens, Richard Steers, Brian Thomas, Jason Mars 

DESKTOP01 Operators 
(bcsystems.com/DESKTOP01/DESKTOP01 Operators) 

 

DESKTOP01 Power Users 
(bcsystems.com/DESKTOP01/DESKTOP01 Power Users) 

 

DESKTOP01 Users 
(bcsystems.com/DESKTOP01/DESKTOP01 Users) 

 

Group Policy Creator Owners 
(bcsystems.com/Users/Group Policy Creator Owners) 

Administrator 

Guests 
(bcsystems.com/Builtin/Guests) 

Domain Guests, Guest 

HelpServicesGroup 
(bcsystems.com/Users/HelpServicesGroup) 

SUPPORT_AGENT 

Incoming Forest Trust Builders 
(bcsystems.com/Builtin/Incoming Forest Trust Builders) 
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Network Configuration Operators 
(bcsystems.com/Builtin/Network Configuration Operators) 

 

Performance Log Users 
(bcsystems.com/Builtin/Performance Log Users) 

S-1-5-20 

Performance Monitor Users 
(bcsystems.com/Builtin/Performance Monitor Users) 

 

Pre-Windows 2000 Compatible Access 
(bcsystems.com/Builtin/Pre-Windows 2000 Compatible 

Access) 

S-1-5-11 

Print Operators 
(bcsystems.com/Builtin/Print Operators) 

 

RAS and IAS Servers 
(bcsystems.com/Users/RAS and IAS Servers) 

BCSGW01 

Remote Desktop Users 
(bcsystems.com/Builtin/Remote Desktop Users) 

Darren  Shanks, Chad Graham, Kris Franks 

Replicator 
(bcsystems.com/Builtin/Replicator) 

 

Schema Admins 
(bcsystems.com/Users/Schema Admins) 

Brian Thomas, Jason Mars, Administrator 

Server Operators 
(bcsystems.com/Builtin/Server Operators) 

 

SQL Full-Text Search 
(bcsystems.com/Service Accounts/SQL Full-Text Search) 

SQL Service 

SQL Server 
(bcsystems.com/Service Accounts/SQL Server) 

SQL Service 

SQL Server Agent 
(bcsystems.com/Service Accounts/SQL Server Agent) 

SQL Service 

SSLX Administrators 
(bcsystems.com/DSL-Watcher/SSLX Administrators) 

Brian Thomas, Jason Mars, Administrator 

SSLX Client Certificate Accounts 
(bcsystems.com/DSL-Watcher/SSLX Client Certificate 

Accounts) 

 

SSLX IP Authentication Accounts 
(bcsystems.com/DSL-Watcher/SSLX IP Authentication 

Accounts) 
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SSLX Key Authentication Accounts 
(bcsystems.com/DSL-Watcher/SSLX Key Authentication 

Accounts) 

 

SSLX nEXT Access 
(bcsystems.com/DSL-Watcher/SSLX nEXT Access) 

Brian Thomas, Jason Mars, Administrator 

SSLX OTP Accounts 
(bcsystems.com/DSL-Watcher/SSLX OTP Accounts) 

Brian Thomas, Jason Mars 

SSLX Password Only Accounts 
(bcsystems.com/DSL-Watcher/SSLX Password Only 

Accounts) 

Brian Thomas, Jason Mars, Administrator 

SSLX Personal Questions Accounts 
(bcsystems.com/DSL-Watcher/SSLX Personal Questions 

Accounts) 

 

SSLX PIN Accounts 
(bcsystems.com/DSL-Watcher/SSLX PIN Accounts) 

 

SSLX RADIUS Accounts 
(bcsystems.com/DSL-Watcher/SSLX RADIUS Accounts) 

 

SSLX SQL VPN Tunnel Access 
(bcsystems.com/DSL-Watcher/SSLX SQL VPN Tunnel Access) 

Olga Oliver, Leon Gregory, Brent Nichols, Brian Palin, Kevin Stevens, Randall Lewis, Eric Hamlin, Richard Steers, 

Bill Drake, Robin Martinez, Kris Franks, Brian Thomas, Jason Mars, Administrator 

SSLX Users 
(bcsystems.com/DSL-Watcher/SSLX Users) 

Olga Oliver, Leon Gregory, Brent Nichols, Brian Palin, Kevin Stevens, Randall Lewis, Eric Hamlin, Richard Steers, 

Bill Drake, Robin Martinez, Kris Franks, Brandy Thomas, Hank Tut, Brian Thomas, Jason Mars, Administrator 

TelnetClients 
(bcsystems.com/Users/TelnetClients) 

 

Terminal Server License Servers 
(bcsystems.com/Builtin/Terminal Server License Servers) 

 

Users 
(bcsystems.com/Builtin/Users) 

Nancy Martinez, Domain Users, S-1-5-11, S-1-5-4 

VPN Administators 
(bcsystems.com/BCSGW01/VPN Administators) 

Brian Thomas, Jason Mars, Administrator 

VPN Users 
(bcsystems.com/BCSGW01/VPN Users) 

Nancy Martinez, Darren  Shanks, Chad Graham, Olga Oliver, Leon Gregory, Brent Nichols, Brian Palin, Fred 

Gregory, Kevin Stevens, Randall Lewis, Eric Hamlin, Richard Steers, Bill Drake, Robin Martinez, Kris Franks, 

Brandy Thomas, Hank Tut, Brian Thomas, Jason Mars, Administrator 

Windows Authorization Access Group 
(bcsystems.com/Builtin/Windows Authorization Access 

Group) 

S-1-5-9 
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WINS Users 
(bcsystems.com/Users/WINS Users) 
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2.7 Computers in Domain 
 

Computer Name IP Address(es) DNS Entries Operating Systems Last Login 

BCSDC01 10.0.100.21 BCSDC01.bcsystems.com Windows Server 2003 5/4/2011 12:14:01 AM 

BCSMPC01 10.0.100.100 BCSMPC01.bcsystems.com Windows XP Professional 5/10/2011 4:33:42 AM 

BCSRPT01 10.0.100.112 BCSRPT01.bcsystems.com Windows Server 2003 11/6/2010 10:14:09 PM 

BCSMAIL01 10.0.100.31 BCSMAIL01.bcsystems.com Windows Server 2003 5/10/2011 4:11:11 AM 

BCSDPM 192.168.1.249 BCSDPM.bcsystems.com Windows 7 Ultimate 4/15/2011 9:19:52 PM 

BCSWEB01-BAK 10.0.100.112 BCSWEB01-

BAK.bcsystems.com 

Windows Server 2003 4/17/2011 10:14:06 PM 

BCSSRV03 10.0.100.10 BCSsrv03.bcsystems.com Windows Server 2003 7/23/2010 10:45:24 PM 

BCSASPB 10.0.100.62 BCSASPB.bcsystems.com Windows XP Professional 1/12/2011 7:36:43 AM 

BCSSRV01 10.0.100.1 BCSSRV01.bcsystems.com Windows Server 2003 5/10/2011 6:52:46 AM 

BCSGW01 10.0.100.2 BCSgw01.bcsystems.com Windows Server 2003 5/10/2011 2:38:16 AM 

BCSDEV11 10.0.100.57 BCSDEV11.bcsystems.com Windows Server 2003 5/10/2011 2:33:34 AM 

BCSDEV02 10.0.100.56 BCSDEV02.bcsystems.com Windows Server 2003 6/5/2008 3:86:26 AM 

DESKTOP01 10.0.100.46 DESKTOP01.bcsystems.com Windows Server 2003 4/23/2011 12:02:06 AM 

BCSSRV02 10.0.100.6 BCSSRV02.bcsystems.com Windows Server 2003 7/29/2009 10:46:46 AM 

BCSDB02   Windows Server 2003 6/30/2009 9:11:22 AM 

BCSDBA 10.0.100.44 BCSDBA.bcsystems.com Windows Server 2003 4/27/2011 12:00:01 AM 

BCSDC03 10.0.100.23 BCSDC03.bcsystems.com Windows Server 2003 3/20/2011 9:49:23 AM 

BCSLG01   Windows Server 2003 6/14/2009 4:22:10 AM 

DESKTOP02 10.0.100.48 DESKTOP02.bcsystems.com Windows Server 2003 7/29/2009 3:58:33 AM 

BCSDEV01 10.0.100.55 BCSDEV01.bcsystems.com Windows Server 2003 7/13/2010 7:08:44 PM 

NOTEBOOK03   Windows XP Professional 8/13/2010 12:55:19 PM 

NOTEBOOK04   Windows 7 Ultimate 2/4/2011 12:23:39 PM 

BCSDC02 10.0.100.22 BCSDC02.bcsystems.com Windows Server 2003 5/10/2011 11:05:27 AM 

BCSWEB01 10.0.100.51 BCSWEB01.bcsystems.com Windows Server 2003 5/10/2011 11:03:54 AM 
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2.8 Domain Service: DHCP 
 

Served By:  

Errors (last 24 hours)  

 

 

2.9 MS SQL Servers 
 

Computer Name Instance Version # of Databases Active SQL Agent Jobs? 

BCSDBA  10.0.1600.22 14 2 

BCSDBA MSSQL2000 8.00.194 14 2 

DESKTOP01  8.00.194 <unknown> <unknown> 

BCSWEB01-BAK  8.00.194 <unknown> <unknown> 

BCSWEB01-BAK SQLEXPRESS 10.50.1600.1 <unknown> <unknown> 

BCSDEV11  10.0.1600.22 12 1 

BCSGW01   <unknown> <unknown> 

BCSSRV01   5 3 

 

 

2.10 Web Servers 
 

Computer Name Listening Port Server Type 

BCSSRV01 80/TCP  

BCSMAIL01 80/TCP,443/TCP IceWarp/10.2.1 

BCSDBA 80/TCP Microsoft-IIS/6.0 

DESKTOP01 80/TCP,443/TCP Microsoft-IIS/6.0 

BCSWEB01 80/TCP,443/TCP Microsoft-IIS/6.0 

BCSDEV11 80/TCP,443/TCP Microsoft-IIS/6.0 
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2.11 Time Servers 
 

Time Server Name IP Address 

BCSDC01.bcsystems.com 10.0.100.21 

 

 

2.12 Printers 
 

Printer Name Printer Server Location Comment 

 

 

2.13 Exchange Servers 
 

Computer Name Server Type 
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2.14 Network Shares 
 

Hosted By Share UNC 

BCSDC01 \\BCSDC01\C$ 
\\BCSDC01\IPC$ 
\\BCSDC01\ADMIN$ 
\\BCSDC01\SYSVOL 
\\BCSDC01\NETLOGON 

 

BCSMPC01 \\BCSMPC01\IPC$ 
\\BCSMPC01\D$ 
\\BCSMPC01\WebBackup 
\\BCSMPC01\ADMIN$ 
\\BCSMPC01\C$ 

 

BCSMAIL01 \\BCSMAIL01\C$ 
\\BCSMAIL01\IPC$ 
\\BCSMAIL01\ADMIN$ 

 

BCSSRV01 \\BCSSRV01\C$ 
\\BCSSRV01\inetsrv 
\\BCSSRV01\facadatabase-datadcc 
\\BCSSRV01\dhs_prism 
\\BCSSRV01\qbpay 
\\BCSSRV01\BCSAdmin 
\\BCSSRV01\WEBAPPUSER 
\\BCSSRV01\IPC$ 
\\BCSSRV01\SQL2000BACKUP 
\\BCSSRV01\Brian.Thomas 
\\BCSSRV01\ADMIN$ 
\\BCSSRV01\ftproot 
\\BCSSRV01\facadatabase 
\\BCSSRV01\D$ 
\\BCSSRV01\wwwroot 
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BCSDEV11 \\BCSDEV11\C$ 
\\BCSDEV11\inetsrv 
\\BCSDEV11\W is WEBs 
\\BCSDEV11\IPC$ 
\\BCSDEV11\ADMIN$ 
\\BCSDEV11\MSSQLFILESTREAM 
\\BCSDEV11\wwwroot 

 

DESKTOP01 \\DESKTOP01\C$ 
\\DESKTOP01\IPC$ 
\\DESKTOP01\evantageone 
\\DESKTOP01\ADMIN$ 
\\DESKTOP01\D$ 

 

BCSDBA \\BCSDBA\C$ 
\\BCSDBA\MSSQLSERVER 
\\BCSDBA\IPC$ 
\\BCSDBA\SQL2000Backup 
\\BCSDBA\ADMIN$ 
\\BCSDBA\SQL2008Backup 

 

BCSDC02 \\BCSDC02\C$ 
\\BCSDC02\IPC$ 
\\BCSDC02\ADMIN$ 
\\BCSDC02\SYSVOL 
\\BCSDC02\NETLOGON 

 

BCSWEB01 \\BCSWEB01\C$ 
\\BCSWEB01\inetsrv 
\\BCSWEB01\etdcc 
\\BCSWEB01\BCSWEBS 
\\BCSWEB01\BCSCORPORATE 
\\BCSWEB01\dhs_prism 
\\BCSWEB01\qbpay 
\\BCSWEB01\BCC 
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\\BCSWEB01\WEBAPPUSER 
\\BCSWEB01\xmldcc 
\\BCSWEB01\IPC$ 
\\BCSWEB01\SQL2000BACKUP 
\\BCSWEB01\ADMIN$ 
\\BCSWEB01\ftproot 
\\BCSWEB01\D$ 
\\BCSWEB01\cfo 
\\BCSWEB01\BCSWEBS_D 
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2.15 Major Applications 
 

Application Name Version # Computers 

Auslogics BoostSpeed 5.0 1 

Auslogics BoostSpeed version 4.4 1 

CCleaner 3.05 1 

LiveUpdate 3.0 (Symantec Corporation) 3.0.0.160 2 

Microsoft .NET Framework 2.0 Service Pack 2 2.2.30729 2 

Microsoft .NET Framework 3.0 Service Pack 2 3.2.30729 2 

Microsoft .NET Framework 3.5 SP1  2 

Microsoft .NET Framework 4 Client Profile 4.0.30319 1 

Microsoft .NET Framework 4 Extended 4.0.30319 1 

Microsoft Base Smart Card Cryptographic Service Provider Package  1 

Microsoft Baseline Security Analyzer 2.2 2.2.2170 1 

Microsoft Internationalized Domain Names Mitigation APIs  2 

Microsoft National Language Support Downlevel APIs  2 

Microsoft Silverlight 4.0.60310.0 1 

NSClient++ (Win32) 0.3.1.0 1 

NSClient++ (Win32) 0.3.8.75 1 

SNMP Informant Agent (Standard Edition) 1.6 1 

Symantec AntiVirus 10.1.394.0 2 

VMware Tools 8.3.2.1593 2 

Windows Defender 1.1.1593.0 1 

Windows Imaging Component 3.0.0.0 1 

Windows Internet Explorer 7 20061027.150806 1 

Windows Internet Explorer 8 20090308.140743 1 

Windows Management Framework Core  1 

Windows Presentation Foundation 3.0.6920.0 1 

Windows Rights Management Client Backwards Compatibility SP2 5.2.95 1 

Windows Rights Management Client with Service Pack 2 5.2.95 1 

Windows Server 2003 Service Pack 1 Administration Tools Pack 5.2.3790.1830 1 
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Windows Server 2003 Service Pack 2 20070217.021455 1 

Windows Support Tools 5.2.3790.1830 2 

XML Paper Specification Shared Components Pack 1.0  1 
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2.16 Domain DNS 
 

IP Host 

10.0.100.1 BCSsrv01.bcsystems.com 

10.0.100.2 BCSGW01.bcsystems.com 

10.0.100.6 BCSSRV02.bcsystems.com 

10.0.100.10 BCSSRV03.bcsystems.com 

10.0.100.12 BCSSRV03DRAC.bcsystems.com 

10.0.100.13 BCSPBX.bcsystems.com 

10.0.100.21 BCSDC01.bcsystems.com 

10.0.100.21 bcsystems.com 

10.0.100.22 BCSdc02.bcsystems.com 

10.0.100.22 bcsystems.com 

10.0.100.23 BCSDC03.bcsystems.com 

10.0.100.23 bcsystems.com 

10.0.100.31 BCSMAIL01.bcsystems.com 

10.0.100.44 BCSDBA.bcsystems.com 

10.0.100.46 DESKTOP01.bcsystems.com 

10.0.100.47 DESKTOP01DEV.bcsystems.com 

10.0.100.48 DESKTOP01TEST.bcsystems.com 

10.0.100.48 DESKTOP02.bcsystems.com 

10.0.100.51 BCSWEB01.bcsystems.com 

10.0.100.55 BCSDEV01.bcsystems.com 

10.0.100.56 BCSDEV02.bcsystems.com 

10.0.100.57 BCSDEV11.bcsystems.com 

10.0.100.62 BCSASPB.bcsystems.com 

10.0.100.63 BCSSSO01.bcsystems.com 

10.0.100.99 BCCR2.bcsystems.com 

10.0.100.100 BCSmpc01.bcsystems.com 

10.0.100.112 BCSRPT01.bcsystems.com 

10.0.100.112 BCSWEB01-BAK.bcsystems.com 
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192.168.1.249 BCSDPM.bcsystems.com 
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3. Internet Access 
 

Internet Access 

Latency Tests: 
Retrieval time for Google.com: 33 ms 
Retrieval time for Yahoo.com: 310 ms 

 

 
Internet trace route to Google.com: 
Tracing route to www.google.com [74.125.93.105] over a maximum of 30 hops:  1 17 ms BCSgw01.bcsystems.com [10.0.100.2] 2 0 ms 166.ge-11-0-

1.mpr3.iad1.us.level3.net [32.124.132.2] 3 1 ms xe-2-1-0.cr1.dca2.us.level3.net [32.125.31.114] 4 1 ms xe-0-1-0.er1.iad10.us.level3.net [32.125.31.206] 5 1 ms above-

google-3.iad10.us.level3.net [32.125.13.162] 6 2 ms 216.239.48.112 7 11 ms 209.85.248.75 8 11 ms 209.85.254.239 9 5078 ms  10 11 ms qw-in-f105.1e100.net 

[74.125.93.105]  Trace complete. 
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4. Non A/D Devices 
 

Computer Name Listening Port Server Type 

10.0.100.33 SSH (22/TCP),HTTP (80/TCP) Apache/2.2.14 (Ubuntu) 

10.0.100.47 FTP (21/TCP),SMTP (25/TCP),HTTP (80/TCP),HTTPS 

(443/TCP),SQLServer (1433/TCP),RDP (3389/TCP) 

 

10.0.100.64 FTP (21/TCP),HTTP (80/TCP),SQLServer 

(1433/TCP),RDP (3389/TCP) 

Microsoft-IIS/6.0 

10.0.100.66 FTP (21/TCP),HTTP (80/TCP),SQLServer 

(1433/TCP),RDP (3389/TCP) 

Microsoft-IIS/6.0 

10.0.100.70 RDP (3389/TCP)  

10.0.100.111 SSH (22/TCP),HTTP (80/TCP)  

10.0.100.130 HTTP (80/TCP),SQLServer (1433/TCP),RDP 

(3389/TCP) 
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5. Internet Domain 
 

BCSYS33.com 

Whois Record 

Whois Server Version 2.0  Domain names in the .com and .net domains can now be registered with many different competing registrars. Go to http://www.internic.net for 

detailed information.     Domain Name: BCSYS33.COM    Registrar: GODADDY.COM, INC.    Whois Server: whois.godaddy.com    Referral URL: http://registrar.godaddy.com    

Name Server: NS1.SECURESITE.COM    Name Server: NS2.SECURESITE.COM    Status: clientDeleteProhibited    Status: clientRenewProhibited    Status: 

clientTransferProhibited    Status: clientUpdateProhibited    Domain servers in listed order:       NS2.SECURESITE.COM       NS1.SECURESITE.COM 

 

MXMailServer(Preference) TTL 

mail.BCSYS33.com(10) 3600 

BCSCORPORATE.com 

Whois Record 

Whois Server Version 2.0  Domain names in the .com and .net domains can now be registered with many different competing registrars. Go to http://www.internic.net for 

detailed information.     Domain Name: BCSCORPORATE.COM    Registrar: KEY-SYSTEMS GMBH    Whois Server: whois.rrpproxy.net    Referral URL: http://www.key-

systems.net    Name Server: NS1.LAZURITE1513.INFO    Name Server: NS2.LAZURITE1513.INFO    Status: ok 

 

MXMailServer(Preference) TTL 

mail.BCSCORPORATE.com(10) 14397 

bcsystems.com 

Whois Record 

Whois Server Version 2.0  Domain names in the .com and .net domains can now be registered with many different competing registrars. Go to http://www.internic.net for 

detailed information.     Domain Name: BCSYSTEMS.COM    Registrar: GODADDY.COM, INC.    Whois Server: whois.godaddy.com    Referral URL: 

http://registrar.godaddy.com    Name Server: NS1.SECURESITE.COM    Name Server: NS2.SECURESITE.COM       Domain servers in listed order:       NS1.SECURESITE.COM       

NS2.SECURESITE.COM 

 

MXMailServer(Preference) TTL 

BCSCORP.com 

Whois Record 

Whois Server Version 2.0  Domain names in the .com and .net domains can now be registered with many different competing registrars. Go to http://www.internic.net for 

detailed information.  No match for "BCSCORP.COM" 

 

MXMailServer(Preference) TTL 
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BCSCORP.NET 

Whois Record 

Whois Server Version 2.0  Domain names in the .com and .net domains can now be registered with many different competing registrars. Go to http://www.internic.net for 

detailed information.  No match for "BCSCORP.NET". 

 

MXMailServer(Preference) TTL 

mail.BCSCORP.NET(10) 3600 

BCSWEBS.net 

Whois Record 

Whois Server Version 2.0  Domain names in the .com and .net domains can now be registered with many different competing registrars. Go to http://www.internic.net for 

detailed information.     Domain Name: BCSWEBS.NET    Registrar: GODADDY.COM, INC.    Whois Server: whois.godaddy.com    Referral URL: http://registrar.godaddy.com    

Name Server: NS1.SECURESITE.COM    Name Server: NS2.SECURESITE. Domain servers in listed order:       NS2.SECURESITE.COM       NS1.SECURESITE.COM 

 

MXMailServer(Preference) TTL 

mail.BCSWEBS.net(10) 3600 

PARKERPUBLIC.net 

Whois Record 
Whois Server Version 2.0  Domain names in the .com and .net domains can now be registered with many different competing registrars. Go to http://www.internic.net for 

detailed information.     Domain Name: PARKERPUBLIC.NET    Registrar: NETWORK SOLUTIONS, LLC.    Whois Server: whois.networksolutions.com    Referral URL: 

http://www.networksolutions.com    Name Server: NS1.SICOMM.NET    Name Server: NS2.SICOMM.NET    Name Server: NS3.SICOMM.NET    Name Server: 

NS4.SICOMM.NET 

 

MXMailServer(Preference) TTL 

mx1.sicomm.net(20) 60 

mx2.sicomm.net(10) 60 

mail.PARKERPUBLIC.net(10) 60 

SECURESITE.com 

Whois Record 

Whois Server Version 2.0  Domain names in the .com and .net domains can now be registered with many different competing registrars. Go to http://www.internic.net for 

detailed information.     Domain Name: SECURESITE.COM    Registrar: GODADDY.COM, INC.    Whois Server: whois.godaddy.com    Referral URL: 

http://registrar.godaddy.com    Name Server: NS1.SECURESITE.COM    Name Server: NS2.SECURESITE.COM    Status: clientDeleteProhibited    Status: clientRenewProhibited    

Status: clientTransferProhibited    Status: clientUpdateProhibited    Updated Date: 02-oct-2010    Creation Date: 25-jul-1999    Expiration Date: 25-may-2011 Domain servers 

in listed order:       NS2.SECURESITE.COM       NS1.SECURESITE.COM 
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MXMailServer(Preference) TTL 

mail.SECURESITE.com(10) 3600 

BCC.com 

Whois Record 

Whois Server Version 2.0  Domain names in the .com and .net domains can now be registered with many different competing registrars. Go to http://www.internic.net for 

detailed information.     Domain Name: BCC.COM    Registrar: NETWORK SOLUTIONS, LLC.    Whois Server: whois.networksolutions.com    Referral URL: 

http://www.networksolutions.com    Name Server: NS1.SECURESITE.COM    Name Server: NS2.SECURESITE.COM    Status: clientTransferProhibited    Updated Date: 28-jun-

2010    Creation Date: 01-jun-2006    Expiration Date: 01-jun-2020    Domain servers in listed order:     NS1.SECURESITE.COM        32.124.132.51    NS2.SECURESITE.COM        

32.124.132.51 

 

MXMailServer(Preference) TTL 

mail2.BCC.com(20) 3600 

mail.BCC.com(10) 3600 



 

 

                                                                                                                                                                         NETWORK ASSESSMENT  

PROPRIETARY & CONFIDENTIAL                                                                                                                                                                                                  PAGE 37 of 50 

 

6. System Password Strength Assessment 
 

IP Range for MBSA scan: 10.0.100.0-10.0.100.255 

Computer IP Assessment 

BCS\BCSDC01 10.0.100.21 Strong Security 

BCS\BCSDC02 10.0.100.22 Strong Security 

BCS\BCSDC05 10.0.100.25 Potential Risk 

BCS\DESKTOP02 10.0.100.28 Strong Security 

BCS\DESKTOP03 10.0.100.29 Severe Risk 
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7. Listening Ports 
 
Computer FTP 

21/TCP 
SSH 

22/TCP 
SMTP 

25/TCP 
DNS 

53/TCP 
HTTP 

80/TCP 
POP 

110/TCP 
IMAP 

143/TCP 
HTTPS 

443/TCP 
SQLServer 
1433/TCP 

RDP 
3389/TCP 

BCSSRV01  �   �     � 
BCSDC01    �      � 
BCSDC02    �      � 
BCSMAIL01   �  � � � �  � 
10.0.100.33  �   �      
BCSDBA     �    � � 
DESKTOP01 �  �  �   � � � 
10.0.100.47 �  �  �   � � � 
BCSWEB01   � � �   � � � 
BCSDEV11 �  �  �   � � � 
10.0.100.64 �    �    � � 
10.0.100.66 �    �    � � 
10.0.100.70          � 
BCSMPC01          � 
10.0.100.111  �   �      
10.0.100.130     �    � � 
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Appendix I: Detailed Computer Analysis 
 

Computer 

Name 

O/S CPU RAM Analysis 

BCSASPB Windows XP 

Professional 
   

BCSDB02 Windows Server 

2003 
   

BCSDBA Windows Server 

2003 
Intel(R) Xeon(R) 

CPU           E5504  

@ 2.00GHz 

1024 MB Listening Ports: 
HTTP (80/TCP), SQLServer (1433/TCP), RDP (3389/TCP) 

 

Disk Capacity: 
C: 24 GB / 9.03 GB free / 62.38% used 

Service Tag:None 

CPU Count:2 

CPU Core Count:2 

Make and Model:VMware, Inc./VMware Virtual Platform 

Memory Banks: 
Memory Bank0 : DIMM-EDO-1024 Mb-unknown Mhz 
<slot available> 

CPUs: 
Intel(R) Xeon(R) CPU           E5504  @ 2.00GHz : CPU0-1 
Intel(R) Xeon(R) CPU           E5504  @ 2.00GHz : CPU1-1 

System Slots: 
System Slot0 : ISA Slot J8-Unknown-Unknown 
System Slot1 : ISA Slot J9-Unknown-Unknown 
System Slot2 : ISA Slot J10-Unknown-Unknown 
System Slot3 : PCI Slot J11-In Use-OK 
System Slot4 : PCI Slot J12-In Use-OK 
System Slot5 : PCI Slot J13-In Use-OK 
System Slot6 : PCI Slot J14-Available-OK 

NICs: 
unknown : -AsyncMac-[00000002] RAS Async Adapter 
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unknown : -Rasl2tp-[00000003] WAN Miniport (L2TP) 
50:50:54:50:30:30 : -PptpMiniport-[00000004] WAN Miniport (PPTP) 
33:50:8F:45:30:30 : -RasPppoe-[00000005] WAN Miniport (PPPOE) 
unknown : -Raspti-[00000006] Direct Parallel 
unknown : -NdisWan-[00000007] WAN Miniport (IP) 
00:50:86:98:50:0E : 10.0.100.44-VMXNET-[00000008] VMware Accelerated AMD PCNet Adapter 

DEP:On for All programs and services except those I select 

OS Manufacturer:Microsoft Corporation 

OS Version:5.2.3790 Service Pack 2 (Build 3790) 

OS Caption:Microsoft(R) Windows(R) Server 2003, Enterprise Edition 

OS Virtual Memory:2480 MB 

OS System Directory:C:\WINDOWS\system32 

OS Windows Directory:C:\WINDOWS 

BCSDC01 Windows Server 

2003 
Intel(R) Xeon(R) 

CPU           E5504  

@ 2.00GHz 

768 MB Last 5 System Error Msgs: 
5-10-2011 11:02:39 AM 1111 Driver Snagit 10 Printer required for printer WebEx Document Loader is 

unknown. Contact the administrator to install the driver before you log in again. 5-10-2011 11:02:39 

AM 1111 Driver Snagit 10 Printer required for printer Snagit 10 is unknown. Contact the administrator 

to install the driver before you log in again. 5-10-2011 11:02:39 AM 1111 Driver Journal Note Writer 

Driver required for printer Journal Note Writer is unknown. Contact the administrator to install the 

driver before you log in again. 5-10-2011 11:02:38 AM 1111 Driver KODAK ESP 5 AiO required for 

printer KODAK ESP 5 AiO is unknown. Contact the administrator to install the driver before you log in 

again. 5-10-2011 11:02:38 AM 1111 Driver Microsoft Office Document Image Writer Driver required 

for printer Microsoft Office Document Image Writer is unknown. Contact the administrator to install 

the driver before you log in again. 

Last 5 Application Error Msgs: 
2-21-2011 3:18:44 PM 10005 Product: VMware Data Recovery -- VMware vSphere Client is required 

for installation 2-21-2011 3:05:59 PM 10005 Product: VMware Data Recovery -- VMware vSphere 

Client is required for installation 2-21-2011 3:05:41 PM 10005 Product: VMware Data Recovery -- 

VMware vSphere Client is required for installation 2-21-2011 3:04:40 PM 10005 Product: VMware 

Data Recovery -- VMware vSphere Client is required for installation 2-27-2011 6:35:49 PM 1030 

Windows cannot query for the list of Group Policy objects. Check the event log for possible messages 

previously logged by the policy engine that describes the reason for this. 

Listening Ports: 
DNS (53/TCP), RDP (3389/TCP) 
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Service Tag:None 

CPU Count:1 

CPU Core Count:1 

Windows Key:G8C2P-WATX8-TXCQT-52PYA-9RXWG 

Make and Model:VMware, Inc./VMware Virtual Platform 

Memory Banks: 
Memory Bank0 : DIMM-EDO-512 Mb-unknown Mhz 
Memory Bank1 : DIMM-EDO-256 Mb-unknown Mhz 

CPUs: 
Intel(R) Xeon(R) CPU           E5504  @ 2.00GHz : CPU0-1 

System Slots: 
System Slot0 : ISA Slot J8-Unknown-Unknown 
System Slot1 : ISA Slot J9-Unknown-Unknown 
System Slot2 : ISA Slot J10-Unknown-Unknown 
System Slot3 : PCI Slot J11-In Use-OK 
System Slot4 : PCI Slot J12-In Use-OK 
System Slot5 : PCI Slot J13-In Use-OK 
System Slot6 : PCI Slot J14-Available-OK 

NICs: 
unknown : -AsyncMac-[00000002] RAS Async Adapter 
unknown : -Rasl2tp-[00000003] WAN Miniport (L2TP) 
50:50:54:50:30:30 : -PptpMiniport-[00000004] WAN Miniport (PPTP) 
33:50:8F:45:30:30 : -RasPppoe-[00000005] WAN Miniport (PPPOE) 
unknown : -Raspti-[00000006] Direct Parallel 
unknown : -NdisWan-[00000007] WAN Miniport (IP) 
00:50:86:B9:00:3A : 10.0.100.21-vmxnet3ndis5-[00000009] vmxnet3 Ethernet Adapter 

DEP:On for All programs and services except those I select 

OS Manufacturer:Microsoft Corporation 

OS Version:5.2.3790 Service Pack 2 (Build 3790) 

OS Caption:Microsoft(R) Windows(R) Server 2003, Enterprise Edition 

OS Virtual Memory:1312 MB 

OS System Directory:C:\WINDOWS\system32 

OS Windows Directory:C:\WINDOWS 

BCSDC02 Windows Server 

2003 
Intel(R) Xeon(R) 

CPU            5160  

512 MB Last 5 System Error Msgs: 
5-8-2011 4:15:42 PM 16 The description for Event ID '16' in Source 'Windows Update Agent' cannot be 



 

 

                                                                                                                                                                         NETWORK ASSESSMENT  

PROPRIETARY & CONFIDENTIAL                                                                                                                                                                                                  PAGE 42 of 50 

@ 3.00GHz found.  The local computer may not have the necessary registry information or message DLL files to 

display the message, or you may not have permission to access them.  The following information is 

part of the event: 5-8-2011 2:00:30 AM 20 The description for Event ID '20' in Source 'Windows 

Update Agent' cannot be found.  The local computer may not have the necessary registry information 

or message DLL files to display the message, or you may not have permission to access them.  The 

following information is part of the event:'0x8007f0da', 'Update for Windows Server 2003 (KB927891)' 

5-6-2011 4:15:41 PM 16 The description for Event ID '16' in Source 'Windows Update Agent' cannot be 

found.  The local computer may not have the necessary registry information or message DLL files to 

display the message, or you may not have permission to access them.  The following information is 

part of the event: 5-2-2011 4:15:40 PM 16 The description for Event ID '16' in Source 'Windows Update 

Agent' cannot be found.  The local computer may not have the necessary registry information or 

message DLL files to display the message, or you may not have permission to access them.  The 

following information is part of the event: 5-2-2011 4:15:38 PM 16 The description for Event ID '16' in 

Source 'Windows Update Agent' cannot be found.  The local computer may not have the necessary 

registry information or message DLL files to display the message, or you may not have permission to 

access them.  The following information is part of the event: 

Last 5 Application Error Msgs: 
5-10-2011 2:03:24 AM 5000 EventType aspsvr, P1 80240022, P2 processdownloadresults, P3 

download, P4 1.1.1593.0, P5 mpsigdwn.dll, P6 1.1.1593.0, P7 windows defender, P8 NIL, P9 NIL, P10 

NIL. 5-9-2011 2:03:11 AM 5000 EventType aspsvr, P1 80240022, P2 processdownloadresults, P3 

download, P4 1.1.1593.0, P5 mpsigdwn.dll, P6 1.1.1593.0, P7 windows defender, P8 NIL, P9 NIL, P10 

NIL. 5-8-2011 2:03:08 AM 5000 EventType aspsvr, P1 80240022, P2 processdownloadresults, P3 

download, P4 1.1.1593.0, P5 mpsigdwn.dll, P6 1.1.1593.0, P7 windows defender, P8 NIL, P9 NIL, P10 

NIL. 5-7-2011 2:03:07 AM 5000 EventType aspsvr, P1 80240022, P2 processdownloadresults, P3 

download, P4 1.1.1593.0, P5 mpsigdwn.dll, P6 1.1.1593.0, P7 windows defender, P8 NIL, P9 NIL, P10 

NIL. 5-6-2011 2:03:22 AM 5000 EventType aspsvr, P1 80240022, P2 processdownloadresults, P3 

download, P4 1.1.1593.0, P5 mpsigdwn.dll, P6 1.1.1593.0, P7 windows defender, P8 NIL, P9 NIL, P10 

NIL. 

Scheduled Tasks: 
MP Scheduled Scan User_Feed_Synchronization-{E6EC8299-C387-471A-8546-B5FCCCBA6325} 

Listening Ports: 
DNS (53/TCP), RDP (3389/TCP) 

 

Disk Capacity: 
C: 8 GB / 0.42 GB free / 94.75% used 

Service Tag:None 
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CPU Count:1 

CPU Core Count:1 

Windows Key:G8C2P-WATX8-TXCQT-52PYA-9RXWG 

Make and Model:VMware, Inc./VMware Virtual Platform 

Memory Banks: 
Memory Bank0 : DIMM-EDO-512 Mb-unknown Mhz 
<slot available> 

CPUs: 
Intel(R) Xeon(R) CPU            5160  @ 3.00GHz : CPU0-1 

System Slots: 
System Slot0 : ISA Slot J8-Unknown-Unknown 
System Slot1 : ISA Slot J9-Unknown-Unknown 
System Slot2 : ISA Slot J10-Unknown-Unknown 
System Slot3 : PCI Slot J11-In Use-OK 
System Slot4 : PCI Slot J12-In Use-OK 
System Slot5 : PCI Slot J13-In Use-OK 
System Slot6 : PCI Slot J14-Available-OK 

NICs: 
unknown : -AsyncMac-[00000002] RAS Async Adapter 
unknown : -Rasl2tp-[00000003] WAN Miniport (L2TP) 
50:50:54:50:30:30 : -PptpMiniport-[00000004] WAN Miniport (PPTP) 
33:50:8F:45:30:30 : -RasPppoe-[00000005] WAN Miniport (PPPOE) 
unknown : -Raspti-[00000006] Direct Parallel 
unknown : -NdisWan-[00000007] WAN Miniport (IP) 
00:50:86:B9:00:22 : 10.0.100.22-vmxnet3ndis5-[00000008] vmxnet3 Ethernet Adapter 

DEP:On for All programs and services except those I select 

OS Manufacturer:Microsoft Corporation 

OS Version:5.2.3790 Service Pack 2 (Build 3790) 

OS Caption:Microsoft(R) Windows(R) Server 2003, Enterprise Edition 

OS Virtual Memory:1008 MB 

OS System Directory:C:\WINDOWS\system32 

OS Windows Directory:C:\WINDOWS 

BCSDC03 Windows Server 

2003 
   

BCSDEV01 Windows Server    
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2003 
BCSDEV02 Windows Server 

2003 
   

BCSDEV11 Windows Server 

2003 
Intel(R) Xeon(R) 

CPU            5160  

@ 3.00GHz 

1024 MB Listening Ports: 
FTP (21/TCP), SMTP (25/TCP), HTTP (80/TCP), HTTPS (443/TCP), SQLServer (1433/TCP), RDP (3389/TCP) 

 

Disk Capacity: 
C: 19.99 GB / 3.5 GB free / 82.49% used 

Service Tag:None 

CPU Count:1 

CPU Core Count:1 

Make and Model:VMware, Inc./VMware Virtual Platform 

Memory Banks: 
Memory Bank0 : DIMM-EDO-1024 Mb-unknown Mhz 
<slot available> 

CPUs: 
Intel(R) Xeon(R) CPU            5160  @ 3.00GHz : CPU0-1 

System Slots: 
System Slot0 : ISA Slot J8-Unknown-Unknown 
System Slot1 : ISA Slot J9-Unknown-Unknown 
System Slot2 : ISA Slot J10-Unknown-Unknown 
System Slot3 : PCI Slot J11-In Use-OK 
System Slot4 : PCI Slot J12-In Use-OK 
System Slot5 : PCI Slot J13-In Use-OK 
System Slot6 : PCI Slot J14-Available-OK 

NICs: 
unknown : -VMXNET-[00000001] VMware Accelerated AMD PCNet Adapter 
unknown : -AsyncMac-[00000002] RAS Async Adapter 
unknown : -Rasl2tp-[00000003] WAN Miniport (L2TP) 
50:50:54:50:30:30 : -PptpMiniport-[00000004] WAN Miniport (PPTP) 
33:50:8F:45:30:30 : -RasPppoe-[00000005] WAN Miniport (PPPOE) 
unknown : -Raspti-[00000006] Direct Parallel 
unknown : -NdisWan-[00000007] WAN Miniport (IP) 
00:50:86:B6:00:06 : 10.0.100.57-E1000-[00000008] Intel(R) PRO/1000 MT Network Connection 
00:50:86:B9:00:37 : 10.0.14.20-E1000-[00000009] Intel(R) PRO/1000 MT Network Connection 
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DEP:On for All programs and services except those I select 

OS Manufacturer:Microsoft Corporation 

OS Version:5.2.3790 Service Pack 2 (Build 3790) 

OS Caption:Microsoft(R) Windows(R) Server 2003, Enterprise Edition 

OS Virtual Memory:2480 MB 

OS System Directory:C:\WINDOWS\system32 

OS Windows Directory:C:\WINDOWS 

BCSDPM Windows 7 

Ultimate 
   

BCSGW01 Windows Server 

2003 
   

BCSLG01 Windows Server 

2003 
   

BCSMAIL01 Windows Server 

2003 
Intel(R) Xeon(R) 

CPU           E5504  

@ 2.00GHz 

1024 MB Listening Ports: 
SMTP (25/TCP), HTTP (80/TCP), POP (110/TCP), IMAP (143/TCP), HTTPS (443/TCP), RDP (3389/TCP) 

 

Disk Capacity: 
C: 14 GB / 2.48 GB free / 82.29% used 

Service Tag:None 

CPU Count:1 

CPU Core Count:1 

Make and Model:VMware, Inc./VMware Virtual Platform 

Memory Banks: 
Memory Bank0 : DIMM-EDO-1024 Mb-unknown Mhz 
<slot available> 

CPUs: 
Intel(R) Xeon(R) CPU           E5504  @ 2.00GHz : CPU0-1 

System Slots: 
System Slot0 : ISA Slot J8-Unknown-Unknown 
System Slot1 : ISA Slot J9-Unknown-Unknown 
System Slot2 : ISA Slot J10-Unknown-Unknown 
System Slot3 : PCI Slot J11-In Use-OK 
System Slot4 : PCI Slot J12-In Use-OK 
System Slot5 : PCI Slot J13-In Use-OK 
System Slot6 : PCI Slot J14-Available-OK 
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NICs: 
unknown : -AsyncMac-[00000002] RAS Async Adapter 
unknown : -Rasl2tp-[00000003] WAN Miniport (L2TP) 
50:50:54:50:30:30 : -PptpMiniport-[00000004] WAN Miniport (PPTP) 
33:50:8F:45:30:30 : -RasPppoe-[00000005] WAN Miniport (PPPOE) 
unknown : -Raspti-[00000006] Direct Parallel 
unknown : -NdisWan-[00000007] WAN Miniport (IP) 
00:50:86:B9:00:1F : 10.0.100.31-vmxnet3ndis5-[00000008] vmxnet3 Ethernet Adapter 

DEP:On for All programs and services except those I select 

OS Manufacturer:Microsoft Corporation 

OS Version:5.2.3790 Service Pack 2 (Build 3790) 

OS Caption:Microsoft(R) Windows(R) Server 2003, Enterprise Edition 

OS Virtual Memory:2480 MB 

OS System Directory:C:\WINDOWS\system32 

OS Windows Directory:C:\WINDOWS 

BCSMPC01 Windows XP 

Professional 
Intel(R) Xeon(R) 

CPU            5160  

@ 3.00GHz 

1024 MB Listening Ports: 
RDP (3389/TCP) 

 

Disk Capacity: 
C: 12 GB / 4.05 GB free / 66.25% used 
D: 39.99 GB / 27.61 GB free / 30.96% used 

Service Tag:None 

CPU Count:2 

CPU Core Count:2 

Make and Model:VMware, Inc./VMware Virtual Platform 

Memory Banks: 
Memory Bank0 : DIMM-EDO-1024 Mb-unknown Mhz 
<slot available> 

CPUs: 
Intel(R) Xeon(R) CPU            5160  @ 3.00GHz : CPU0-1 
Intel(R) Xeon(R) CPU            5160  @ 3.00GHz : CPU1-1 

System Slots: 
System Slot0 : ISA Slot J8-Unknown-Unknown 
System Slot1 : ISA Slot J9-Unknown-Unknown 
System Slot2 : ISA Slot J10-Unknown-Unknown 
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System Slot3 : PCI Slot J11-In Use-OK 
System Slot4 : PCI Slot J12-Available-OK 
System Slot5 : PCI Slot J13-In Use-OK 
System Slot6 : PCI Slot J14-Available-OK 

NICs: 
00:50:86:98:32:9D : 10.0.100.100-VMXNET-[00000001] VMware Accelerated AMD PCNet Adapter 
unknown : -AsyncMac-[00000002] RAS Async Adapter 
00:50:86:98:32:9D : --[00000003] Packet Scheduler Miniport 
unknown : -Rasl2tp-[00000004] WAN Miniport (L2TP) 
50:50:54:50:30:30 : -PptpMiniport-[00000005] WAN Miniport (PPTP) 
33:50:8F:45:30:30 : -RasPppoe-[00000006] WAN Miniport (PPPOE) 
unknown : -Raspti-[00000007] Direct Parallel 
unknown : -NdisWan-[00000008] WAN Miniport (IP) 
80:4B:20:52:41:53 : --[00000009] Packet Scheduler Miniport 

DEP:On for essential Windows programs and services only 

OS Manufacturer:Microsoft Corporation 

OS Version:5.1.2600 Service Pack 3 (Build 2600) 

OS Caption:Microsoft Windows XP Professional 

OS Virtual Memory:2048 MB 

OS System Directory:C:\WINDOWS\system32 

OS Windows Directory:C:\WINDOWS 

BCSRPT01 Windows Server 

2003 
   

BCSSRV01 Windows Server 

2003 
  Listening Ports: 

SSH (22/TCP), HTTP (80/TCP), RDP (3389/TCP) 

 

BCSSRV02 Windows Server 

2003 
   

BCSSRV03 Windows Server 

2003 
   

BCSWEB01 Windows Server 

2003 
Intel(R) Xeon(R) 

CPU           E5504  

@ 2.00GHz 

3600 MB Listening Ports: 
SMTP (25/TCP), DNS (53/TCP), HTTP (80/TCP), HTTPS (443/TCP), SQLServer (1433/TCP), RDP 

(3389/TCP) 

 

Disk Capacity: 
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C: 19.99 GB / 5.16 GB free / 74.19% used 
D: 30 GB / 12.26 GB free / 59.13% used 

Service Tag:None 

CPU Count:2 

CPU Core Count:2 

Make and Model:VMware, Inc./VMware Virtual Platform 

Memory Banks: 
Memory Bank0 : DIMM-EDO-0 Mb-unknown Mhz 
Memory Bank1 : DIMM-EDO-1024 Mb-unknown Mhz 
Memory Bank2 : DIMM-EDO-512 Mb-unknown Mhz 
Memory Bank3 : DIMM-EDO-16 Mb-unknown Mhz 

CPUs: 
Intel(R) Xeon(R) CPU           E5504  @ 2.00GHz : CPU0-1 
Intel(R) Xeon(R) CPU           E5504  @ 2.00GHz : CPU1-1 

System Slots: 
System Slot0 : ISA Slot J8-Unknown-Unknown 
System Slot1 : ISA Slot J9-Unknown-Unknown 
System Slot2 : ISA Slot J10-Unknown-Unknown 
System Slot3 : PCI Slot J11-In Use-OK 
System Slot4 : PCI Slot J12-In Use-OK 
System Slot5 : PCI Slot J13-In Use-OK 
System Slot6 : PCI Slot J14-Available-OK 

NICs: 
00:50:86:98:38:D2 : 10.0.100.51-VMXNET-[00000001] VMware Accelerated AMD PCNet Adapter 
unknown : -AsyncMac-[00000002] RAS Async Adapter 
unknown : -Rasl2tp-[00000003] WAN Miniport (L2TP) 
50:50:54:50:30:30 : -PptpMiniport-[00000004] WAN Miniport (PPTP) 
33:50:8F:45:30:30 : -RasPppoe-[00000005] WAN Miniport (PPPOE) 
unknown : -Raspti-[00000006] Direct Parallel 
unknown : -NdisWan-[00000007] WAN Miniport (IP) 
00:50:86:B6:00:18 : 10.255.0.29-E1000-[00000008] Intel(R) PRO/1000 MT Network Connection 

DEP:On for All programs and services except those I select 

OS Manufacturer:Microsoft Corporation 

OS Version:5.2.3790 Service Pack 2 (Build 3790) 

OS Caption:Microsoft(R) Windows(R) Server 2003, Enterprise Edition 
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OS Virtual Memory:7040 MB 

OS System Directory:C:\WINDOWS\system32 

OS Windows Directory:C:\WINDOWS 

BCSWEB01-BAK Windows Server 

2003 
   

DESKTOP01 Windows Server 

2003 
Intel(R) Xeon(R) 

CPU           E5450  

@ 3.00GHz 

2048 MB Listening Ports: 
FTP (21/TCP), SMTP (25/TCP), HTTP (80/TCP), HTTPS (443/TCP), SQLServer (1433/TCP), RDP (3389/TCP) 

 

Disk Capacity: 
C: 15.99 GB / 4.52 GB free / 71.73% used 
D: 32 GB / 25.36 GB free / 20.75% used 

Service Tag:None 

CPU Count:2 

CPU Core Count:2 

Make and Model:VMware, Inc./VMware Virtual Platform 

Memory Banks: 
Memory Bank0 : DIMM-EDO-0 Mb-unknown Mhz 
<slot available> 

CPUs: 
Intel(R) Xeon(R) CPU           E5450  @ 3.00GHz : CPU0-1 
Intel(R) Xeon(R) CPU           E5450  @ 3.00GHz : CPU1-1 

System Slots: 
System Slot0 : ISA Slot J8-Unknown-Unknown 
System Slot1 : ISA Slot J9-Unknown-Unknown 
System Slot2 : ISA Slot J10-Unknown-Unknown 
System Slot3 : PCI Slot J11-In Use-OK 
System Slot4 : PCI Slot J12-In Use-OK 
System Slot5 : PCI Slot J13-In Use-OK 
System Slot6 : PCI Slot J14-Available-OK 

NICs: 
00:50:86:98:4C:48 : 10.0.100.46;10.0.100.47-VMXNET-[00000001] VMware Accelerated AMD PCNet 

Adapter 
20:41:53:59:4E:FF : -AsyncMac-[00000002] RAS Async Adapter 
unknown : -Rasl2tp-[00000003] WAN Miniport (L2TP) 
50:50:54:50:30:30 : -PptpMiniport-[00000004] WAN Miniport (PPTP) 
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33:50:8F:45:30:30 : -RasPppoe-[00000005] WAN Miniport (PPPOE) 
unknown : -Raspti-[00000006] Direct Parallel 
unknown : -NdisWan-[00000007] WAN Miniport (IP) 

DEP:On for All programs and services except those I select 

OS Manufacturer:Microsoft Corporation 

OS Version:5.2.3790 Service Pack 2 (Build 3790) 

OS Caption:Microsoft(R) Windows(R) Server 2003, Enterprise Edition 

OS Virtual Memory:3952 MB 

OS System Directory:C:\WINDOWS\system32 

OS Windows Directory:C:\WINDOWS 

DESKTOP02 Windows Server 

2003 
   

NOTEBOOK03 Windows XP 

Professional 
   

NOTEBOOK04 Windows 7 

Ultimate 
   

 


